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❖ Position - Security Tester 

❖ Experience - 2-3 years 

❖ Compensation - Best in industry 

❖ Open Positions - 1 

❖ Location - Gurugram 

 

Eligibility Requirements 

 

● Bachelor's degree in Computer Science, Information Technology, or a related field. 

● Professional certifications such as CEH (Certified Ethical Hacker), OSCP (Offensive Security 
Certified Professional), or CISSP (Certified Information Systems Security Professional) are 

preferred. 

● Strong understanding of web application security, mobile application security, and network security 

principles. 

● Familiarity with OWASP (Open Web Application Security Project) and SANS Top 25 

vulnerabilities. 

● Proficiency in using security testing tools like Burp Suite, Nmap, Wireshark, and Metasploit for 
web application and server testing. 

● Experience with mobile application security testing using tools such as MobSF, APK tool, and Jadx. 

● Solid knowledge of Python programming language for developing scripts and automating security 

testing processes. 

● Understanding of SQL databases and ability to perform security assessments on databases. 

● Knowledge and experience in network vulnerability assessment and penetration testing (VAPT). 

 

Job Description & Responsibilities 
 

● Conducting comprehensive security assessments, including vulnerability assessments and 

penetration testing, for web applications, mobile applications, and network infrastructure. 

● Identifying and prioritizing security vulnerabilities and recommending appropriate remediation 

measures. 

● Performing manual and automated security testing using industry-standard tools and techniques. 

● Reviewing source code for security vulnerabilities and providing recommendations for secure 
coding practices. 

● Collaborating with development teams to integrate security testing into the software development 

lifecycle. 

● Creating detailed reports documenting security findings, assessment methodologies, and 
recommendations for mitigation. 

● Staying up-to-date with the latest security vulnerabilities, exploits, and industry best practices. 

● Assisting in developing and maintaining security testing frameworks, scripts, and tools. 

● Participating in security incident response activities and providing technical expertise during 
security incidents. 

● Conducting security training and awareness sessions for development teams and other stakeholders. 
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About us 

 

We are a women-led e-commerce platform, offering a concept that will revolutionize the online 

shopping experience. With an estimated launch in 2023, we will provide customers a chance to shop 
for clothes in a never before seen way. Phase one will focus on launch in the Indian market.  

 

ViviRooms is part of London based Euromax Capital (www.euromaxcapital.com) among which 
includes the most innovative & promising Artificial Intelligence enabled Biometric Software Platform, 

Products & Solutions designing organizations Biocube Technologies (www.biocube.ai). 

 
E-mail: hr@vivirooms.com Contact number: 0124-442010 Website: www.vivirooms.com 
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